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Key features
— High-performance 4.8 Tops and 2678 Mpps

— Intelligent monitoring and visibility with
HPE Aruba Networking Network Analytics Engine

— High availability with industry leading VSX
redundancy, and redundant power
supplies and fans

— Designed for core/aggregation in the campus
or Top of Rack or End of Row in data center
environments

— MACsec secured connectivity over
untrusted domains

— HPE Aruba Networking OS-CX automation and
programmability using built-in REST APIs and
Python scripts

— Advanced Layer 2/3 feature set includes BGP,
OSPF, VRF, and IPv6

— 500G support on 8360-48Y6C, 32Y4C, and
16Y2C switches

— Addition of Smart Rate (1/2.5/5/10G) ports
on the 8360-48XT4C

Product overview

The HPE Aruba Networking CX 8360 v2 Switch Series offers a flexible and
innovative approach to addressing the application, security, and scalability
demands of the mobile, cloud, and IoT era. These switches serve the needs
of the next-generation core and aggregation layer of campuses, as well as
virtual and highly dynamic data center environments. They provide up to

4.8 Thps of capacity, with line-rate Gigabit Ethernet interfaces including
support for Smart Rate (1/2.5, 5 Gbps), 10 Gbps, 25 Gbps, 40 Gbps, 50 Gbhps,
and 100 Gbps.

The CX 8360 series includes industry-leading line rate ports with
1/10/25/50GbE (SFP/SFP+/SFP28) and 40/100GbE (QSFP+/QSFP28)
connectivity in a compact 1U form factor.

4x10 Ghps and 4x25 Gbps break out from 40/100G ports offer advanced
flexibility in connectivity and aggregation. These switches deliver a fantastic
investment for customers wanting to migrate from older 1GbE/10GbE to
faster 25GbE, or from 10GbE/40GbE uplinks to 50/100GbE ports.

In addition, the 48 and 32 x 25G port 8360 models support low-density
MACsec ports and enable secured connectivity at 10GbE and 25GbE over
unsecured domains. MACsec is also supported on 2 high-speed 40/100G
ports on the CX 8360 48-port model.
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Product differentiators

The HPE Aruba Metworking CX 8360 Switch Series is
based on HPE Aruba Networking Cx Switch Operating
System, a modern, database-driven operating systermn that
automnates and simplifies many critical and complex tasks.
The enhanced capabilities of HPE Arubs Metworking

CX Switch Operating System provide a unique set of
differentiators for campus and data center switching.

Every CX switch includes HPE Aruba Metworking Cx
Switch Operating Systern at no cost and with an active,
perpetual set of native features which has everything
needed to deploy, connect, and troubleshoot an
enterprise network, including:

— HPE Aruba Metworking Metwark Analytics Engine
(NAE)

— Dynamic segmentation

— Switch stacking

— High availability and resiliency

— GQuality of service (Qo5)

— Layer 2 switching

— Layer 3 services and routing

— IP multicast

— Metwark security

— Support for HPE Aruba Metwaorking MetEdit

Im addition to the native features availakls in HPE Aruba
Metworking CX Switch Operating System, we offer

an optional, term-based HPE Aruba Metworking

CX Advanced Festure Pack that unlocks container
infrastructure that can host HPE certified applications for
flexible and reliable IT services.

For more information, read the
HPE Aruba MNetworking CX Switch Operating Systam
data sheet.

HPE Aruba Metworking Central
cloud-based network management

Flexible cloud-based or on-premises management for
unified network operations of wired, WLAN, SD-\WARN,
and public cloud infrastructure. Designed to simplify
day zero through day two operations with streamlined
workflows. Switch management capabilities include
configuration, onboarding, monitoring, troubleshooting,
and reporting.

An HPE Aruba Networking Central Advanced license
expands these capabilities with premium security and
AlDps, including the HPE Aruba Metworking Central
MetConductor Fabric Wizard and Policy Manager

to enable dynamic segmentation and distributed
enfarcement at a global scale.

Additionally, an HPE Aruba MNetworking Central Advanced
subschption enables the CX Advanced Feature Pack so
there is no need to separately purchase a CX Advanced
Feature Pack. This streamlines operational efficiency,
reducing the need for your IT team to keep track of
multiple subscriptions, active terms, and renewal dates.

For more information on HPE Aruba Networking Central
subschptions, see the HPE Aruba Metworking Central
Saa subscription ordering guide.

HPE Aruba Networking Network Analytics Engine

HPE Aruba Metworking Cx Switch Operating System
includes HPE Aruba Metworking Network Analytics
Engine (MAE) for advanced telemetry and automation.
The MNAE framework is an industry-first monitoring and
troubleshoating systern, providing greatly improved
network operations. NAE uniquely provides the ability

to monitor and easily troubleshoot network health and
congestion issues. The time series database (TSDE) may
be used to store configuration and operational state.

Customers can use data from the TSDB to write software
modules to troubleshoot problems. This data may also
be used to analyze trends, identify anomalies, and
predict future capacity requirements.

HPE Aruba Networking Virtual Switching Extension

The ability of HPE Aruloa Networking CX Switch
Operating System to maintain synchronous state across
dual control planes allows a unigue high availability
soluticn called HPE Aruba Metworking Virtual Switching
Extension (WSX). W5X is delwvered through redundancy
gained by deploying two chassis with an inter-switch link,
with each chassis maintaining its independent control.

Designed using the best features of existing HA
technologies such as Multichassis Link Aggregation
[MC-LAG) and Virtual Switching Framework (VSF), HPE
Aruba Metworking WSX enables a distributed architecture
that is highly availsble during upgrades or control

plane events.
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Product capabilities

Performance

High-speed fully distributed architecturs Provides up to
4.8 Thps for bidirectional switching and 1786 Mpps for
forwarding to meet the demands of bandwidth-intensive
applications today and in the future

Scalable system design

Provides investment protection to support future
technologies and higher-speed connectivity

Connectivity

Variety of port density options

Six different base models, each sold in two versions:
a port- to-power airflow bundle, and a power-to-port
airflow bundle:

— 48 ports of 1GbE/0GLE/25GhE (SFR/ SFP+/SFP28)

+ 48 ports of 1GbE (SFP) with no MACsec for ports 1-4
and Full Duplex only for ports 1-48 with the 8360-48YEC1

+ 44 ports for use with 100FX (190540, HPW ANW 100M
S5FF LC FX MMF Transceiver) for ports 5-48 with the
B360-48YBC2

+ 44 ports 100M BaseT using J8177E

(HPE ANW G SFP R145100m Transceiver) and 17474
(HPE AMNW1G SFP RJ45100m CatSe TAA Transceiver)
and Full Duplex only for ports 5-48 with the
B360-48YBC3

+Or up to 22 ports of 50GkLE

+ 4 ports of 10GbE/25GbE with MACsec

+ 4 ports of 40GbE/0OGERE (QSFP+/Q5FP28)

+ 2 ports of 40GLENCOGEHE with MACsec

— 12 ports of 40GbE/ 100GEE (Q5FP+/QSFP28)

— 16 parts of 1GbE/10OGRE/25GEHE or 8 ports of 530GbE
(SFP/SFP+/SFP28/SFPSG)

+ 2 ports of 40GbE/100GBE (G5FP+/QSFP2E)

32 ports of 1GbE/10GhE/25GhE/S0GLE (SFR/SFP+/
SFP28/5FP5E)

+Or up to 14 ports of 506G (SFP56)

+ A 0GBE25GhE (SFP+/SFP28) with MACsec

+ 4 ports of 40GbBE/O0GHE (LSFP+/Q5FP28)
— 24 ports of 1GbE/10GLE (SFR/SFP+)

+ 2 ports of 4A0GhEN00GDE (QSFP+/QSFP2E)
— 48 ports of 100M1GDEAOGEE (T0GBASE-T)

+ 4 ports of 40GbE/100GDE (G5FP+/QSFP28) + Support
Smart Rate (1/2 5/5/10G)

MACsec support is on selected ports (see above maodel
descriptions).

All Q5FP ports (DSFPHQSFP23), except those on the
A4B81GN0OGEASET model, support optional 4x10G/4x256G
break out capability.

There is 10GBASE-T transceiver support on the
SFP+/SFP28 ports.

There is 1 Ghps transceiver support, including 1GBASE-T,
on non-MACsec SFP+/ SFP28 ports.

MNote: All models provide a maxinmum port to port
latency of less than 10 ps

Jumbo frames

Allows high-performance backups and disaster-recovery
systems; provides a maximum frame size of 9198 bytes

Unsupported Transceiver Mode (UTM)

— Allows users to insert and enable unsupported 1G and
10G transceivers and cables

— Mo warranty nor support for the transceiverfcable
when used

Loopback

Supports internal loopback testing for maintenance
purposes and increased availability: loopback
detection protects against incorrect cabling or netwark
configurations and can ke enabled on a per-port or
per-VLAN basis for added flexibility
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Packet storm protection

Protects against unknown broadcast, multicast, or
unicast storms with user-defined thresholds

Quality of service (QoS) Strict priority (SP) queuing
and Deficit Weighted Round Robin (DWRR)

Enables congestion avoidance
Data center bridging (DCB)

— Supports lossless Ethernet networking standards to
eliminate packet loss due to gqueue overflow

— Pricnty Flow Control (PRC) 7 priorities per port
— Enhanced Transmission Service (ETS)

— DCB Exchange Protocol (Pre-standard LLOP DCEX
IEEE 1.01 wersion)

Flow-control guard

Prevents accumulation of excessive congestion with
periodic flushing. Avoids packets buffering for an
extended time period

ECN with slope

Marks packets as ECM-CE (Congestion Experienced).
Helps TCP to reduce receive window size during
congestion

Advanced lossless pool configuration global
buffering statistics Storage Solution Support

iI5CSl, Lossless iSCSI, EDMA over Converged Ethernet
varsion 2 (RoCE w1 and v2) and nonvolatile memory

express (NVMe over Fabrics)

Resiliency and high availability redundant and
load-sharing fans and power supplies

Increases total performance and power availability while
praviding hitless, stateful failowver

Hot swappable power supply and fan modules
Allows replacement of accessory modules without
anmy operaticnal impact on other modules nor the
switch operations

Separate data and control paths

Separates control from services and keeps service
processing isolated; increases security and performance

HPE Aruba Networking Virtual Switching Extension
(VSX)

W5X enables a distributed and redundant architecture by
deploying twa switches with each switch, maintaining
independent contral vet staying synchronized during
upgrades or failover. Also supports upgrades during

live operation

Virtual Router Redundancy Protocol
{VRRP)

YRRP allows a group of switches to dynamically
back each other up to create highly available
routed environments

Bidirectional Forward Detection (BFD)

— Enable subsecond failure detection for rapid routing
protocol rebalancing

— Enabled for bath BGP IPvd and IPvE
Ethernet Ring Protection Switching (ERPS)

Supports rapid protection and recovery ina
ring topalogy.

Unidirectional Link Detection (UDLD)

Monitors link connectivity and shuts down ports at both
ends if unidirectional traffic is detected, preventing loops
in 5TP-based networks

IEEE 802.3ad LACP

Supports up to 54 LAGs, with up to 18 members per LAG
[32 for a VSX pair), with a user-selectable L1- 4 hashing
algorithm

Management

In addition to the HPE Aruba Networking CX Mabile

App, HPE Aruba Networking NetEdit and HPE Aruba
Metworking Metwork Analytics Engine, the 8360 series
offers the following:

REST APl interface

Built-in, pragrammable and easy-to-use

Management interface control

Enables or disables each of the following interfaces

depending on security preferences: console port or
reset button
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Industry-standard CLI with a hierarchical structure

Reduces training time and expenses, and increases
productivity in multivendor installations

Management security

Restricts access to critical configuration commands;
offers multiple privilege levels with password protection;
ACLs provide SNMP access: local and remote Syslog
capabilities allow logging of all access

IP SLA

— Maniters the network for degradation of various
services, including voice.

— Maonitoring is enabled through the NAE for histary
and for immediate autormnated gathering of additicnal
information when anomalies are detected

SNMP v2c/v3

Provides SMMP read and trap support of industry
standard Managerment Information Base (MIB), and
private extensions

sFlow® (RFC 3176)

Provides scalable ASIC-based wire-speed network
manitaring and accounting with no impact on netwaork
performance; this allows network operators to gather
avariety of sophisticated network statistics and
information for capacity planning and real-time network
Monitoning purposes

IPFIX

IP Flows Information Export {IPFIX) is an integrated
network flow analysis tool that allows to measure flow
properties and send flow reports. The switch ASIC
supports inline flow accounting of all packets coming
into the switch. IPFIX packets can be used for netwaork
monitaring, capacity planning, and help detect
security threats.

Remote monitoring (RMON)

Uses standard SMMP to monitor essential netwaork
functions and supports events, alarms, histary,
and statistics groups as well as a private alarm
extension group

gNMI support

Supports OpenConfig standardized YANG model for
ghhdl Streaming Telemetry

TFTP and SFTP support

— Offers different mechanisms for configuration
updates: trivial FTP (TFTF) allows bidirectional transfers
over a TCRIP network

— Secure File Transfer Pratocol (SFTP) runs over an SSH
tunnel to provide additional security

Supportability

Job scheduler framework

Debug and sampler utility

Supports ping and traceroute for IPv4 |and IPvE
Network Time Protocol (NTP)

— Synchronizes timekeeping among distributed time
servers and clients: keeps timekeeping consistent
among all clock-dependent devices within the
network

— Can serve as the NTP server in a customer network

Precision Time Protocol (PTP)

— Enables precise clock synchronization across
distributed devices

— Meeded for time critical applications like AVE and
financial systems

— Support for transparent clock E-E and P-P
— Support for boundary clock
— Support for PTP Boundary Clock on W3X peers

IEEE 802.1AB Link Layer Discovery Protocol (LLDP)
Advertises and receives management information from
adjacent devices on a network, facilitating easy mapping
by network management applications.

LACP-fallback

Enables zero touch provisioning owver Link
Aggregation Groups.

Dual flash images

Provides independent primary and secondary operating
system files for backup while upgrading

Multiple configuration files

Stores files easily to the flash image
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Layer 2 switching
VLAN

Supports up to 4094 port-based or IEEE 80210 -based
VLANS

VLAN translation
Remaps WLANs during transit across a core network
Bridge Protocol Data Unit (BPDU) tunneling

Transmits STP BPDUs transparently, allowing correct tree
calculations across service providers, WANs, or MANS

Port mirroring

Duplicates port traffic (ingress and egress) to a local or
remote monitoring port; supports 4 mirroring groups,
with an unlimited number of ports per group

STP

Supports standard IEEE 80210 STP IEEE 802 1w Rapid
Spanning Tree Protocol (RSTP) for faster convergence,
and IEEE 802 1s Multiple Spanning Tree Protocol
(MSTF)

Rapid Per-WVLAN spanning tree plus
(RPVST+)

Allows each VLAN to build a separate spanning tree to
improve link bandwidth usage in network envircnments
with multiple VLANS

Internet Group Management Protocol
(IGMP)

Controls and manages the flooding of multicast packets
ina Laver 2 network

Static VXLAN

Allows operators to manually connect two or more
VR LAM tunnel endpoints (WTEP)

Dynamic VXLAN with BGP-EVPN

Deep segmentation for SpinefLeaf data center networks
or Layer 3 campus designs with centralized gateway and
symmetric Integrated Routing and Bridging (IRE) based
distributed gateways VELAN tunnels

— Port PER WXLAN support

— VXLAN DC Multi-fabric DCI support

— W5X Active Forwarding support for VXLAN underlay
— Route-map support BGP EVPN AF

IPv4 Multicast in VXLAN/EVPN overlay

Enable PIM-SM/IGMP snooping in the VXLAN Cverlay
IPv6 VXLAN/EVPN Overlay Support

Enables IPvE traffic over the WXLAM overlay

VXLAN distributed anycast gateway

Addressing mechanism that enables the use of the same
gateway |P addresses across all the leaf switches part of
a VXLAN network

VXLAN ARP/ND suppression

Allows minimization of ARP and ND traffic floading within
individual VXLAN segments, thus cptimizing the VXLAN
network

Multicast SM underlay
Supports Multicast SM routing in underlay of WXLAN fabric
Dynamic segmentation

WHLAM Group-Based Policy (GBP) and Role-based
Policies

— Enables microsegmentation and
rale-based policies across the VXLAN overlay

— Dual WTEP termination and WXLAN GBP relay reserved
GBP tag for Infrastructure (switch generated) Traffic

— Allows stub fabric extender WTEPs to relay WxXLAN GBEP
between static and dynamic VEXLAN tunnsls

Troubleshooting on the overlay

— Supports ping over YXLAN for IPvd and IPvE

— Supports traceroute over WXLAN for IPv4 and IPvB
services on the overlay

— Supports RADIUS server over WXLAN for IPvd and
IPvE

— |Pve DHCP relay over VXLAM for non-default VRF
— Route-leaking to/from default VRF

Layer 3 services
Address Resolution Protocol (ARP)

— Determines the MAC address of ancther IP host in
the sarme subnet; supports static ARPs

— Gratuitous ARP allows detection of duplicate
IP addresses

— Prowy ARP allows normal ARF cperation betwesn
subnets or when subnets are separated by a
Layear 2 network
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IP directed broadcast

Supports directed broadcast on configured network
subnets

Multifabric GPO
Enables GPO for multifabric unicast traffic
Dynamic Host Configuration Protocol (DHCP)

— DHCP services are offered within a client network to
simplify network management

— DHCP Relay enables DHCP operation across subnets

DHCP server
— Supports DHCP services (for IPvd and IPYE) in

customer networks
— Support for DHCP smart relay

DHCP relay coexistence with server

Allows DHCP relay coexistence with DHCP server for
both IPvd and IPvE

Domain name system (DNS)

Provides a distributed database that translates domain
names and IP addresses, which simplifies network
design: supparts client and server

Layer 3 routing

Static IPvd routing

Provides simple manually configured (P4 routing
Sub-interface

— Allows multiple IP addresses an a single routed

interface

— Supports unicast and multicast routing for both [Pwd
and IPvE

— Supports OSPF, BGP and PIM for both IPvd and IPVE
— Supported on RoP, L3 lags, and Hydra interfaces

— Metwark Load Balancing (MLE)

— PBR and Ingress Policy support

Open shortest path first (OSPF)

Delivers faster convergence; uses link-state routing
Intenor Gateway Protoccol (1GP), which supports ECMP
NSS4, and MDS authentication for increased secunty
and graceful restart for faster failure recovery
Configurable OSPF distance for type-5 LSA
Configurable default-metric for OSPF default-information

Loopback IP redistribution in OSPF

Allows redistribution of 1Pvd and IPvE addresses of
loopback interface in OSPReZv3E

Border Gateway Protocol 4 (BGP-4)

Delivers an implermmentation of the Exterior Gateway
Protocol (EGP) utilizing path vectors; uses TCP for
enhanced reliakility for the route discovery process;
reduces bandwidth consumption by advertising only
incrernental updates; supports extensive policies for
increased flexibility: scales to very large networks MPLS,
L3 WPM PE to CE routing, ECMP.

Dynamic BGP peering

Simplifies BGP configuration for ZTP scenarios and
enables CX for Azure Stack integration

Routing Information Protocol version 2 (RIPv2)

Easy to configure routing protocol for small netwaorks
relying on User Datagram Protocol (LDP)

Routing Information Protocol Next Generation (RIPng)
Extension of RIPv2 for support of IPvG networking
Multiprotocol BGP (MP-BGP) with IPv6 address family

Enables sharing of IPvE routes using BGP and
connections to BGP peers using IPvE

Policy Based Routing (PER)

Enables use of a classifier to select traffic that can

ke forwarded based on policy set by the network
administrator

6ind tunnels

Supports the tunneling of IPVE traffic in an IPvd network
IP performance optimization

Provides a set of tools to improve the performance

of IPvd networks: includes directed broadcasts,

customization of TCP parameters, support of ICMP error
packets, and extensive display capabilities
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Static IPv6 routing
Provides simple manually configured IPvE routing
Dual IP stack

Maintains separate stacks for IPvd and IPvE to ease the
transition frorm an IPvd-only network to an IPvB-only
network design

OSPFv3
Provides OSFF support for IPvE
Equal-cost multipath (ECMP)

— Enables multiple equal-cost links in a routing
environment to increase ink redundancy and scale
bandwidth

— 32 way equal-cost multipath routing (ECMP)
Generic Routing Encapsulation (GRE)

Enables tunneling traffic from site to site over a
Layer 3 path

Security
TAA compliance

The HPE Aruba Metworking CX 8360 with HPE Aruba
Metworking O5-CX, a TAA compliant product, uses FIPS
140-2 validated cryptography for protection of sensitive
information

Access control list (ACL) features

— Supports powerful ACLs for both IPv4 and IPvE.
Supports creation of object groups representing
sets of devices like IP addresses. For instance, 1T
management devices could be grouped in this way

— ACLs can also protect control plane services such as
55H, SMNMP. MNTP or web servers

— 802 1%, Mac-auth, LUR, DUR, Port-Access Policy, Static
Port Filtering

— MAC lockdown, MAC lockout, sticky MAC
Private VLAN

— Enables traffic isolation for users on the same YLAN
— Support for isclated, community and prirmary YLANS

— W5X support

Enrollment over Secure Transport (EST)

Enables secure certificate enmollment, allowing for easier
enterprise management of PKIL

Remote Authentication Dial-In User Service (RADIUS)

— Eases security access administration by using a
password authentication server

— RADIUS Port-Access (accounting, tracking, Coh, vd/f
v, Dead Only Server Tracking)

Terminal Access Controller Access-Control System
(TACACSH)

Delivers an authentication tool using TCP with encryption
of the full authentication request, providing additional
security

RadSec

Enable RADIUS authentication and accounting data to
e passed safely and reliably across insecure networks
such as the internet

Management access security

— HPE Aruba Metworking ©S-CX provides for both on-
box as well as off-box authentication for administrative
access. RADIUS or TACACS+ can be used to provide
encrypted user authentication

— Additionally, TACACS+ can also provide user
authorization services

— Dotlx supplicant: support for EAP-TLS
Secure shell (SSHv2)

lses external servers to securely log in to a remote
device; with authentication and encryption, it protects
against IP spoofing and plain-text password interception;
increases the security of Secure FTP (SFTP) transfers

MACsec

High level encryption from AES128 and AES256 with
254K as well as 454K mode of Static Key provisioning
enabling secure communication for all traffic on

Ethernet links

Multicast Internet Group Management Protocol
(IGMP)

Enables establishing multicast group memberships in
|Pvid networks: supports 1IGMPY1, w2, and w3
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PIM multicast boundary (v4)
V5K Graceful shutdown for IGMP/MLD Multicast NSF
Multicast Listener Discovery (MLD)

Enables discovery of IPvE multicast listeners: supports
MLEwT and w2

ROP Extension for WSX Baorder Leaf
(Centralized/Distributed)

PIM-S5M

— ACL Support to define the PIM-55M ranges

— VSX, IPvB, IGMPY3 for IPvd, MSDP and PIM-55M
interaction

Anycast rendezvous point (RP)

Two or more RPs configured with same /32 Host IP
address on loopback interfaces. All the downstrearm
routers will be configured to point to anycast RP address
for multicast routes. Device will automatically select the
closest RP for each source and receiver. If equal costs
routes exist, the process of registering the sources will be
shared equally by all the RPs in the network.

Multicast Service Delivery Protocol (MSDP)
Efficiently routes multicast traffic through core netwarks
MSDP mesh groups

MSDP used for Anycast RP is an intradomain feature

that provides redundancy and load-sharing capabilities.
When MSDP mesh groups are used, SA messages are
not flooded to other mesh group peers. When an MSDP
peerin a group receives an SA message from another
MSDP peerin the group, it assumes that this SA message
was sent to all the other MSDP peers in the group. It also
eliminates RPF checks on armving SA messages. With
MSDP mesh group configured, SA messages are always
accepted from mesh group peer.

PIM-dense mode

Floods multicast traffic to every corner of the network
{push-maodel). Method is for delivering data to receivers
without receivers requesting the data. Can be efficient in
certain deployrnents in which there are active receivers
on every subnet in the network. Branches without
downstream recervers are pruned from the

forwarding trees.

Fast-Leave (FL) and Forced Fast-Leave (FFL)

FL and FFL for IGMP/MLD speeds up the process of
blocking unnecessary multicast traffic to a switch port
that is connected to end nodes for IGMP They help to
eliminate the CPU overhead of having to generate an
IGMP/MLD Group-Specific Query message.

Network Load Balancer (NLB)

— Supported for server applications

— Load balancing technology for server clustering
developed on Microsoft Windows Server

— Supports load sharing and redundancy among
servers within a cluster

IGMP/MLD snooping

Prevent flooding of multicast traffic to nonlistening ports
Protocol Independent Multicast (PIM)

Protocol Independent Multicast for IPvd and IPVE
supports one-to-many and rany-to-many media casting
use cases such as IPTY over IPv4 and IPvB networks.
Suppaort for PIM Sparse Mode (PIM-SM,

IPvd and |PvE)

Additional information

Sustainable initiative support

Provides support for RoHS (EM
50581:2012) regulations

Korea Government security features

— Ensure configuration integrity
— Limit concurrent users for web access

Analytics

— AIOPS—MAE Agent & Engine Improvements—Unicast
Raouting

— AICPS—MAE Agent & Engine Improvements—
Client Services
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Customer first, customer last support

When your network is important to yvour business,
then your business needs the backing of HPE Aruba
Metworking Support Services. Partner with HFE Aruba
Metworking product experts to increase your team
productivity, keep pace with technology advances,
software releases, and obtain break-fix support.

HPE Aruba Metworking Foundational Care for HPE

Aruba Metworking Support Services include priority
access to HPE Aruba Metwarking Technical Assistance
Center (TAC) engineers 24x7x365, flexible hardware

and on-site support options, and total coverage for HPE
Aruba Metworking products. HPE Aruba Metworking
switches with assigned HPE Aruba Metworking Central
subscriptions benefit with option for additional hardware
support anly.

HPE Aruba Metworking Pro Care adds fast access to
senior HPE Aruba Networking TAC engineers, who
are assigned as a single point of contact for case
management, reducing the time spent addressing
and resolving issues.

For complete details on HPE Aruba Networking
Foundational Care and HPE Aruba MNetworking Pro Care,
wvisit: HPE Aruba Networking Support Services

Warranty, services, and support
Limited lifetime warranty

Visit Support Center for warranty and support
information included with your product purchase.

Refer the below webpages for more detailed information
HPE Aruba Metworking Cx Switch Operating System
software releases and features

HPE Aruba Metworking CX Operating Systern Switch
Software Documentation Portal

HPE Aruba Metworking Switch Feature Navigator

For software releases and documentation, refer to
HPE Netwaorking Support Portal

For support and services information, wvisit
HPE Aruba Metworking Support Services

Faor global services information, see
HPE Aruba Metworking services
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Technical specifications

1/O ports and slots

HPE Aruba
MNetworking
B3B0-4BYEC
v2 MACsec
Back-to-Front

5 Fans, 2 AC
Power Supplies
[JL705C]

HPE Aruba
Networking
B360-4BYEC
v2 MACsec

Front-to-Back

5 Fans, 2 AC
Power Supplies
[IL7TOAC]

HPE Aruba
Networking
B3G0-32YAC w2
MACszec Back-to-
Front 3 Fans,

2 Power Supplies
[JLTO1C]

HPE Aruba
Metworking
B360-32Y4C v2
MACsec Front-
to-Back 3 Fans,
2 Power Supplies
[JL700C]

HPE Aruba
Metworking
B360-16Y2C v2
Back-to-Front
3 Fans, 2 Power
Supplies
[JL703C]

HPE Aruba
Networking
B360-16Y2C w2
Front-to-Back
3 Fan Pawer
Supplies
[JLT02C]

Up to 22 ports of 50G

44 ports of 1GBE/1005E/25GEE
(SFRY/SFP+/SFP28)

4 ports of 10GRE25G0E (SFP+/SFP2E)
with MACsec

6 ports of A050EAQOGHE
[QSFP+/Q5FP28) with 2 ports of
A0GHE100GHE (QSFP+/QSFPIE)
with MACsec

Up 1o 14 ports of 506G

28 ports of 1GbE/10GBE/25G0E (SFRY
SFP+/SFP2E)

4 ports of 10GbE25GRE (SFP+/SFP28)
with MACse:

4 ports of ADGLE/100GLE (QSFR+
Q5FP2E)

{optional 1GBASE-T 5FF, 10GBASET
SFP+ transceivers and 4x10G/25G
breakout cables supported)

Up to 8 ports of 506G

16 ports of 1GBE/10GRE/256kE
(SFP/SFP+/SFP28)

2 ports of A0GREADOGHE
(QSFP+GSFP2E) (optional 1GBASE-T
SFF and 10GBASE-T 5FP+ transceivers
and Ax105/25G breakout cables
supported)

Additional ports and slots

Power supplies

2 hield-replaceable and hot-swappable power supplies”

Fans

5 field-replaceable and
hot-swappable fans®

3 field-replaceable and hot-swappable fans?

Managemeant

RJ-45 senal and USB-C consobe; RJ-45 Ethernet port, USB-Type &

Physical characteristics

Physical
dimensions
(HxWwxD)

173 Inx174inx200in
d.demx 44,2 cn x 50.8 cm

173 inx 174 inx 16000
d.4 crnx 44.2 cm x 4064 cm

Full configuration
weight

23651k

1073 kg

18.05 b

819 kg

1700k

TMka

Memory and processor

CPU

1.8 GHz 4-core G4-bit

Memory, drive
and flash

16 GB RAM, 32 GB Flash/Storage

Packet buffer

JZME

*Bundles include the 2 power supplies {2 JLG0AA in JLR04C, 20 LT3 in JLTOSC, 2 JLB00N in JLTOOA & ILTO2A, 2:ILT24 in IL7ONA & ILTO3A)

*Bundles include the 3 fans (S2ILT44 in IL704C, Sa JILTISA 0 JLTOEC, 3xL7144 in JL7008 & JILT02A and 3xULT1SA in L7014 & ILTO3A)
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Technical specifications (continued)

HPE Aruba HPE Aruba HPE Aruba HPE Aruba HPE Aruba HPE Aruba
Networking MNetworking Metworking Networking Networking Metworking
B360-4BYEC B3B0-4BYEC B360-32Y4C v2 B3G60-32YAC V2  B360-16Y2C w2 B360-16Y2C v2
v2 MACsec v2 MACsec MACsec Front- MACsec Back-to- Front-to-Back Back-to-Front
Front-to-Back Back-to-Front to-Back 3 Fans, Front 3 Fans, 3 Fans, 2 Power
5 Fans, 2 AC S5 Fans, 2 AC 2 Power Supplies 2 Power Supplies Supplies Supplies
Power Supplies Power Supplies [JLT00C] [ILTOIC] [ILT02C] [JLTO3C)
[IL7TOAC] [JL705C]

Performance

Switching "

capacity 4.8 Thps 2.4 Tops 12 Thps

MAC address 2992

IPwd hast table 145,780

IPvG host table 145,780

IPvd unicast 606,977

routes

IPvwG unicast

. G30T84

Maximum

number of access

control list {ACL)
antries ingress

IPwd 64,000, IPYE 32,764, MAC 64,000

Maximum
numkber of access
control list (ACL)
entries agrass

IFvd 8192, IPvE 2,048, MAC 8192

Maximum VLANs 4094
IGMP groups J000
MLD groups 000
IPwd multicast
routes 00
IPwE multicast
routes 09
Environment
Fineratin 32°F o M3°F (0 32°F to 104°F A2°F o N3I°F(0°S 32°F to 104°F A2°F o N3°F0"C 32°F to 104°F
te?nc EIE[?.HD" to 45°Clup to (0°C to 40°Clup  tod5"Clupto [0*Cto40°Clup  tod5"Clupto [0°C to 40°C) up
P 5000 ft o BO0D ft 5000 ft te 5000 ft 5000 ft to BO0O ft
15% 1o 95% 15% to 95% 15% to 85% 15% 10 25% 15% to 95% 15% to 95%
Operating relative relative hurmidity relative hurmidity relative humidity relative hurnidity relative humidity relative huridity
humidity at N3°F (45732, at 104°F (40°C), at N3°F {45°C), at 104°F {40°Z), at 113°F {45, at 104°F {40°C),

non-condensing

non-condansing

non-condensing

non-candensing

nan-condensing

non-condensing

Non-operating
temperature

A0°C 1o 70°C (~40°F 1o 158°F) up to 4.6 km (15000 f1)

Non-operating/
storage relative
hurnidity

15% to 95% at 149°F (65°C) non-condensing

Maximum
operating altitude

Up to 10,000 ft (3048 km)

* Derate 1°C for every 1000 ftfromn 5000 £t 1o 10,000 f regardless of airfflow direction
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Technical specifications (continued)

Environment

HPE Aruba
Networking
B360-4BYEC
v2 MACsec
Front-to-Back
5 Fans, 2 AC
Power Supplies
[IL7TOAC]

HPE Aruba
MNetworking
B3B0-4BYEC
v2 MACsec
Back-to-Front

5 Fans, 2 AC
Power Supplies
[JL705C]

HPE Aruba
Metworking
B360-32Y4C v2
MACsec Front-
to-Back 3 Fans,
2 Power Supplies
[JL700C]

HPE Aruba
Networking
B3G0-32YAC w2
MACszec Back-to-
Front 3 Fans,

2 Power Supplies
[JLTO1C]

HPE Aruba
Networking
B360-16Y2C w2
Front-to-Back

HPE Aruba
Metworking
B360-16Y2C v2
Back-to-Front
3 Fans, 2 Power
Supplies
[JL703C]

Supplies
[ILT02C]

Maximum norn-
cperating altivudea

U to 15000 ft (4.6 keri)

Prirnary airflow

Frant to Back and Back to Front Front to Back and Back to Front

BTUhr 1450 1450 1450 1450 nos 109
LWad = 6.2 Bel LW = 5.4 Bel L'wad =63 Bel LWiad = 6.4 Bel LwAd = 8.0 Bel LWad = 6.0 Bel
Acoustics®
Lpam (Bystander)  LpaAm (Bystander)  LpAm {Bystander) LpAm iBystander] Lpam (Bystander] LpAm [Bystander)
=454 dB =458 dB =454 dB =458 dB =428 dB =42 B dB
Electrical characteristics
Frequency 47-63 Hz
AC valtage 100-12200-240% T4 for 100127 WAC
current 104 (Low Valtage) / B4 (High Vaoltage) 3.4A for 200-240 WA
Poweer hdax: 4250 Max: 320W
consumption 230W Idle Power [ 725W Max Power 0 Sony Idile: TIOW
Regulatory
Compliance Products comply with CE Markings according to directives 2014)30/EL {(EMC) and 2014/35/EU (Safaty)
RoHS EM E3000.2018
Safety
EL EM BO950- 12005 + 411:2009 + A1.2010 + A12-2011 + A2:2013
EME23E8-1, Ed.2.2014
Morth America ULEOSED-1, ©5A 22 2 No 608501
IECE0950-1.2005 Eq.2 + Am 1:2009 + A2 2013
Warldwide IEC 62368-1:2014
EMC
EM BE024.2M0+AZ0NE/CISPR24. 2015
EMSE032.2005/CISPR 32, Class A
ENS5035:201T/CISPR 35
ENGI000-3-2.2014, Class A
EMEI000-3-3.2013
FCC CFR 47 Part 15:2010, Class A
ICES-003, Class &
VICCI Class A
CME13438
CM213438 Class A
Laser

Transceivers

EMEOB25-1:2014 / IEC 80825-1: 2014 Class 1
Clazs 1 Laser Products [ Laser Klasse 1

Mounting

Mounts in an EIA standard 19-inch rack or other equipment cabinet; honzontal surface mounting only: 2-post and 4-post
meounting cptions available®, air duct available for 4-post depleyments and sold separately

* Acoustics measured in 23°C semi-anechoic chamber with a loading of 30% traffic on all ports. Measured in accordance with 150 7779 Declared in accordance with
150 9206 Values presented are the Declared A-Weighted Sound Power Lewvel (LWaA) and the mean Bystander A-Weighted Sound Pressure Level (LpAm)

f Rack mounting kit must be ardered separately

HPE Aruba Metworking CX 8360 v2 Switch Senes | 14



Technical specifications (continued)

1/O ports and slots

HPE Aruba
Networking
B3I60-4BXTAC
v2 Front-to-Back
3 Fans, 2 Power
Supplies
[JILTOEC]

HPE Aruba
MNetworking
B3B0-48XTAC
v2 Back-to-Front
3 Fans, 2 Power
Supplies
[JL707C]

HPE Aruba
Networking
B3G0-12C v2
Back-to-Front
3 Fans, 2 Power
Supplies
[ILTO9C]

HPE Aruba
Metworking
B360-12C v2
Front-ta-Back
3 Fans, 2 Power
Supplies
[JLTO&C]

HPE Aruba
Networking
B360-24XF2C w2
Front-to-Back

HPE Aruba
Metworking
B360-24XF2C w2
Back-to-Front

3 Fans, 2 Power
Supplies [JLT11C]

Supplies
[ILT10C]

48 ports of 100MAGEENOGEASET

4 ports of 40GLEMDOGRE
[QSFP+/OSFP28)
Suppaorts Smart Rate (1/2.5/5103)

12 ports of A0GRENDOGHE (QSFP+
Q5FP28] [optional 4x105/25G
breakout cables supported)

24 ports of 1GHENOGBE (SFP/SFP+)

2 ports of 40GbEMOOGHE (QSFPf
Q5FP28) (optional IGBASE-T SFP
and 10GBASE-T SFP+ transceivers
and 4x10G/235 breakout cables
supported)

Additional ports and slots

Povear supplies

2 field-replaceable and het-swappable power supplies’

Fans

3 field-replaceable and hot-swappable fans®

Managemeant

RJ-45 zenal and USB-C console; R1-45 Ethernet port; USB-Type &

Physical characteristics

ET::;E:M; 173inx 174 in ¥ 16.0 in
(HXWxD) 44.0 mm x 442.5 mm x 406.4 mim
18851k 1765 1b 178k

Full configuration

ht
el B.55 kg 801 kg 807 kg
Memory and processor
CPRU 1.8 GHz d-core B4d-bit
Memory dive 45 op R AM, 32 GB Flash/Storage
and flash
Packet buffer 32MB
Performance
Switching 176 Tbps 24 Tops 880 Gbps
capacity ’
WMAC address 212 992
table size
IPvd host table 145,780
IPvG host table 145,780
IPvwd unicast BO6STT
routes
IPvwG unicast BA0TEA
routes
Maximum
number of access

contral list (ACL)
antries ingress

IFyd 64,000, IPvE 32,764, MAC 54,000

" Bundles nclude the 2 power supplies (2xJL600A in ILT06A and 2xL712A in JLT0TA 20 LE00A in JLTOBA & ILT10A and 25 ILT124 0 ILT00A & ILTA)

" Bundles JLTOE4 and JLT0TA include the 3 fans (3= L7144 in L7064 and 2xIL7158 in L7007 and JLT10A ZILT14A in JLTOEA E JLTI0A and 2 L1154

n U700 & JILHOA)
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Technical specifications (continued)

HPE Aruba
Networking
8360-4BXT4C

v2 Front-to-Back
3 Fans, 2 Power

HPE Aruba
MNetworking
B3B0-48XTAC
v2 Back-to-Front
3 Fans, 2 Power

HPE Aruba
Metworking
B360-12C v2
Front-ta-Back
3 Fans, 2 Power

HPE Aruba
Networking
B3G0-12C v2
Back-to-Front
3 Fans, 2 Power

HPE Aruba
Networking
B360-24XF2C v2

HPE Aruba
Metworking
B360-24XF2C w2
Back-to-Front

3 Fans, 2 Power

Supplies Supplies Supplies Supplies Supplies Supplies [JLT11C]
[JILTOEC] [JL707C] [JLTO&C] [ILTO9C] [JLT10C]

Performance

Maximum

number of access

control list {ACL)
antries egress

1P B192, IPvE 2,048, MAC 8192

Maximum V0LANs 4094
IGMP groups Flalald]
MLD groups J000
IPwd miulticast 2000
routes
IPvE multicast 2000
routes
Environment
o " 32°F 1o NEF (0°C 32°F to 104°F A2°F i N3°F (0°C 32°F 1o 104°F A2°F i N3°F (0°C 32°F to 104°F
mfn“'ilg[g . to 45°C) up to (0°C to 40°Clup  to 45°C)up to (0°Cto40°C) up 1o d45°C)up o (0°C ta 40°C) up
paral 5000 ft o D00 ft 5000 ft te OO0 ft 5000 f to SO0 ft
15% 1o 9% 15% to O5% 15% to O5% 15% to Q5% 15% to 85% 15% to 959
Operating relative  relative humidity relative hurnidity relative hurmidity relative hurmidity relative humidity relative hurmidity
hrmidity at NA"F (45°C), at 104°F (40°C), at N3"F {45°C), at 104°F {40°C), at T1A°F (45°C), at 104°F (40°C),

non-condensing

non-condansing

non-condensing

non-candensing

nan-condansing

non-condensing

Non-opearating
temperaturne

A0°C 10 70°C (~40°F 1o 158°F) up o 4.6 km (12000 f1)

Mon-opearating/
storage relative
hurmidity

15% to 95% at 148°F (65°C) non-condensing

Maximum
operating altitude

Up o 10,000 ft (3048 km)

Maximum non-
operating altitude

U i 15000 £t (4.6 k)

Prirnary airflow Paort-to-Power Power-to-Port Part-ta-Power Power-to-Port Port-to-Power Power-to-Port
[PriToPwr) (PasTaPrey (PriToPwr) [PwirTaPre) (PriToPwr) [PurToPrt)
BTU/hr 1708 1708 1280 1280 1280 1280
L,y =67 Bel L. =6.5Bel Ly = 6.3 Bel L., = 6.2 Bel L., =60Bel L,y = 6.2 Bel
Acousticz™

L s (Bystander) =
487 dB

L. [Bystander) =
476 dB

Lyem Bystander) =
467 dB

L, (Bystander) =

453 dB

L., (Bystander) =
426 dB

L, ., (Bystander) =
44.4 dB

Electrical characteristics

Frequency 47-63 Hz
AC voltage 14 for 100127 VAC
current 344 for 200240 VAT

® Derate 1°C for every 1000 ftfromn 5000 w0 10,000 ft regardiess of aifflow direction

0 Acoustice messured in 23°C semi-anechaic chamber with a laading of 30% traffic on all ports. Messured in accordance with 150 7779, Declared in accordance with
IS0 9298, Values presented are the Declared A-Weighted Sound Power Level (LWAd) and the mean Bystander &-\Weighted Sound Pressure Level [Lpam).
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Technical specifications (continued)

HPE Aruba
Networking
8360-4BXT4C

HPE Aruba
MNetworking
B3B0-48XTAC
v2 Back-to-Front
3 Fans, 2 Power
Supplies
[JL707C]

HPE Aruba
Metworking Networking

HPE Aruba HPE Aruba HPE Aruba
Networking Metworking
B360-12C v2 B3G0-12C v2 B360-24XF2Cv2 8360-24XF2C w2
Front-ta-Back Ba Front-to-Back Back-to-Front

3 Fans, 2 Power 3 Fans, 2 Power 3 Fan Pawer 3 Fans, 2 Power
Supplies Supplies Supplie: Supplies [JLT11C]
[JLTO&C] [ILTO9C] [JLT10C]

v2 Front-to-Back
3 Fans, 2 Power
Supplies
[JILTOEC]

Electrical characteristics

Poweer hax: SO0W hdax: 375W Max: I75W
CONSUMELon Idle- 1200 Idle: 1200w Idle: 120W
Regulatory
Compliance Products comiply with CE Markings according to directives 2014/30/ELH{EMC) and 2014/35/EU (Safaty)
RoHS EM E0581.2012
Safety
EL EM BO950- 12005 + 411:2009 + A1.2010 + A12-2011 + A2:2013
EME23E8-1, Ed.2.2014
LIL/CUL 89050-1: 2nd Editicn
Morth America UL/CUL 6326812014
LULE0SE0-1, T34 22 2 Mo 60250
IECE0850-1:2005 Ed.2 + Am 1:2008 + A2. 2013
Warldwicte IEC 62368-1:2014
EMC
EN 55024 2010+42015/CISPR24:2015
ENS5032. 20015/CISPR 32, Class A
EM55035:2007/CISPR 35
ENEI000-3-2.2014, Class A
ENEI000-3-3.2013
FCCCFR 47 Part 15:2010, Class A
ICES-003, Class A
VISCI Class A
CM213438
CMS13438 Clasz A
Laser

Transceivers

ENGOE25-1:2014 / IEC 60825-1: 2014 Class 1
Clasz 1 Laser Products [ Laser Klasse 1

Mounting

Mounts in an ElA standard 18-inch rack or other equipment cabinet; honzontal surface mounting only: 2-post and 4-post
mounting options availabla’: air duct available for 4-post deploymenits and sold separately

" Rack maounting kit must be orderad separsteby
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Standards and protocols

The following standards and protocols are supported.

— CPU Dos5 Protection — RFC 1772 Application of the Border Gateway Protocol
— |EEE 8021AB-20049 in the internst
— |EEE BD2JAE MACsec — RFC 1812 Requirements for IP Version 4 Router
— |EEE B021AEDR-2011 GCM-AES-256 Cipher Suite — RFC1918 Address Allocation for Private internet
— |EEE B021AEDw-2013 Extended Packet Mumbering — RFC1981 Path MTU Discovery for P version &
— [EEE 802 Tak-2007 — RFC 1997 BGP Communities Attribute
— IEEE BD214AX-2008 Link Aggregation — RFC 1998 An Application of the BGP Community
— |EEE 802.1p Priority Attribute in Multi-home Routing
— |EEE 8021p Traffic Class Expediting and Dynamic — RFC 2131 DHCP

Multicast Filtering — RFC 2131 DHCP Cpticns and BOOTP Vendor
— IEEE 8021Q VLANs Extensicns
— |EEE 80215 Multiple Spanning Trees — RFC 2236 IGMP
— |EEE 802 1t-2001 — RFC 2328 O5PF Version 2
— IEEE 8021 VLAN classification by Protocol and Port ~ — RFC 2375 IPv6 Multicast Address Assignments
— |EEE 8021w Rapid Reconfiguration of Spanning Tree - E:;%i?ﬁg ggliti?_lti‘:'” of BGP Sessions via the TCP MD5
— |EEE 802 .3ab 1000BASE-T

— RFC 2401 Security Architecture for the Internet

— |EEE 802 3ad Link Aggregation Control Protocaol Protocol

(LACP)

— RFC 2402 IP Authentication Header
— RFC 24086 P Encapsulating Security Payload (ESF)
— RFC 2439 BGP Route Flap Damping

— RFC 2480 Internet Protocol, Version 6
(IPvE) Specification

— |EEE 802 3ae 10-Gigabit Ethernat

— |EEE 802 3an 10-GBASE-T-2006

— |EEE 802 3by 25 Gigakit Ethernet

— |EEE 802.3bz 2 5GBASE-T and 5GBASE-T

— IEEE 802.3cc 25 Gigabit Ethernet — RFC 2464 Transmission of IPvE aver Ethernet

— |EEE 802 3ba 40/100-Gigabit Ethernet Metworks

— |EEE 802 3cd 5O-Gigabit Ethernet — RFC 2545 Use of BGP-4 Multiprotocal Extensions for
— |EEE 802.3bj-100 Gigabit Ethernet IPv6 Inter-Dornain Routing

— |EEE 802 2% Flaw Contral — RFC 2576 Coexistence between SNMP Y1, V2, W3)

— IEEE 802 3z 1000 BASE-X — RFC 210 Multicast Listener Discovery

MLD) for IPvB
— IEEE 802 3z Gigabit Ethernet (MLD) for Pv

REC 1215 C tion for defining t ¢ ith — RFC 271 IPvE Router Alert Option
- the SMMP creenEraEng e e e — RFC 2787 Definitions of Managed Objects for the

Virtual Router Redundancy Protocol
— RFC 1256 ICMP Router Discovery Messages .
» — RFC 2918 Route Refresh Capability for BGP-4
— RFCI350 TFTP Protocal (revision 2)

— RFC 2934 Protocol Independent Multicast MIB for IPud
— RFC 1393 Traceroute Using an IP Option

— RFC 3012 MLDwT MIB
— RFC 1403 BGP OSPF Interaction
— RFC 3056 Connection of IPvE Domains via [Pud

— RFC 1519 CIDR Clouds
— RFC1583 OSPF Version 2 — RFC 3065 Autonomaus Systern Confederation for
— RFC 159 Dormain Name Systerm Structure and BSP

Delegation
— RFC 1657 Definitions of Managed Objects for BGP-4

using Shiv2

— RFC 1757 Remate Metwork Monitoring Management
Information Base
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— RFC 3101 O5PF Mot-so-stubloy-area option — RFC 4940 |ANA Considerations for OSPF

— RFC 3137 OSPF Stub Router Advertisernent — RFC 5065 Autonormous System Confederation

— RFC 3176 InMaon Corporation’s sFlow: A Method for for BGP
Manitoring Traffic in Switched and Routed MNetworks — RFC 5095 Deprecation of Type O Routing Headers

— RFC 3376 IGMPV3 in IPve

— RFC 3416 (SNMP Protocol Operations v2) — RFC 5187 OSPFv3 Graceful Restart

— RFC 3417 (SNMP Transport Mappings) — RFC 5340 OSPFv3 for IPvE

— RFC 3418 Management Information Base (MIB) for the ™ RFC 53492 Capabilities Advertisement with BGP-4
Simple MNetwork Management Protocol {(SMMP) — RFC 5424 Syslog Protocol

— RFC 3484 Default Address Selection for IPvE — RFC 5492 Capabilities Advertisernent with BGP-4

— RFC 3509 Alternative Implermentations of O5FF Area — RFC 5519 Multicast Group Membership Discovery MIB
Border Routers (MLOwZ orly)

— RFC 3623 Graceful OSPF Restart — RFC 5701 IPvs Address Specific BGP Extended

— RFC 3768 VRRP Cormmunity Attributs

— RFC 3810 Multicast Listener Discovery Version 2 — RFC 5722 Handling of Overlapping IPv6 Fragments
(MLDw2) for IPwi — RFC 57938 VERP (exclude Accept Mode and sub-sec

— RFC 3973 PIM Dense Mode timer)

— RFC 4027 MIB far TCP — RFC 5880 Bidirectional Forwarding Detection

— RFC 4113 MIB for UDP — RFC 6987 OS5PF Stub Router Advertisement

— RFC 4213 Basic Transition Mechanisms for IPv6 Hosts ~ — RFC 7047 The Open wSwitch Database Management
and Routers Protocol

— RFC 4251 The Secure Shell (SSH) Protacal — RFC 7059 A Comparison of
REC 4560 SSHYA Auth i IPvE-over-IPv4 Tunnel Mechanisms

— vE Authentication

— RFC 7213 Enhanced Route Refresh Capability
— RFC 4253 S5HvE Transport Layer for BGP-4

— RFC 4254 SSHvE Connection — RFC 768 User Datagram Protocaol

— RFC 4271 A Border GEIEWB‘,I' Protocol 4 [BGP--’-U — RFC 783 TFTP Protocol [I'E"."ISiDH 2)

— RFC 4273 Definitions of Managed Objects for BGP-4 _ RFC 791 1P

— RFC 4291 |P VWersion & Addressing Architecture — RFC 792 ICMP

— RFC 4292 P FOTWEIFE“I‘IQ Table MIB — RFC 793 TP

— RFC 4293 Management Information Base for the _ RFC 813 Window and Acknowledgement Strategy
Internet Protacol (IF) inTCP

— RFC 4360 BGP Extended Cormrmunities Attribute _ RFC 815 IP datagram reassembly algorithms

— RFC 4419 Key Exchange for SSH — RFC 8201 Path MTU Discovery for IP version 6

— RFC 4443 ICMPvE — RFC 825 ARP

— RFC 4456 BGP Route Reflection: An Alternative to Full

Mesh Internal BGP — RFC 872 TCP maximum segment size and related

topics

IBGP

{ : — RFC 896 Congestion contral in IFfTCP internetworks
— RFC 4486 Subcodes for BGP Cease Notification )

Message — RFC 917 internet subnets
— RFC 4541 IGMP & MLD Snooping Switch — RFC 919 Broadcasting internet Datagrams
— RFC 4552 Authentication/Confidentiality for OSPFv3 — RFC 822 Broadcasting internet Datagrams in the

Presence of Subnets (IP. ERCAD)

— RFC 4601 PIM Sparse Mode — RFC 925 Multi-LAN address resolution

— RFC 4724 Graceful Restart Mechanism for BGP

— RFC 4750 OSPFv2 MIB [partial support no Set MIB]
— RFC 4760 Multiprotocaol Extensions for BGP-4

— RFC 4861 Neighbor Discovery for IP version 6 {IPvE)
— RFC 4862 IPvE Stateless Address Auto-configuration
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HPE Aruba Networking CX 8360
Switch Series and accessories

HPE Aruba Networking CX 8360 v2 Bundles™

— JL700C HPE Aruba Networking 8360-32Y4C v2 32p
25 3FP/+/28 4 Sec 4p 100G GSFP+/28
Front-to-Back 3 Fans 2 AC Bdl®

— JL701C HPE Aruba Networking 8360-32Y4C w2 32p
25 3FP/+/28 4 Sec 4p 100G GSFP+/28
Back-to-Front 3 Fans 2 AC Bdl®

— JL702C HPE Aruba Metworking 8360-18Y2C w2 16p
250G SFR/SFP+/SFP28 2p 100G QSFP+23
Front-to-Back 3 Fans 2 AC Bdl®

— IL703C HPE Aruba Metworking 8360-16¥2C w2 16p
250 SFP/SFP+/SFP28 2p 100G QSFP+/28
Back-to-Front 3 Fans 2 AC Bdl*®

— IL70BC HPE Aruba Metworking B360-48XT4C w2 48p
1G10GBase-T 4p 100G QSFP+/28 Front-to-Back 3
Fans 2 AC Bundle®

— ILFO7C HPE Arubba Networking 8360-48XTAC v2 48p
1G10GBase-T 4p 100G QSFP+/28 Back-to-Front 3
Fans 2 AC Bundle® 2

— JL708C HPE Aruba Metworking 8360-12C w2 12-port
100G QSFP+/QSFP28 Front-to-Back 3 Fans 2 AC
Bundle”

— JL709C HPE Aruba Metworking 8360-12C w2 12-port
100G QSFP+/QSFP28 Back-to-Front 3 Fans 2 AC
Bundle”

— JLA10C HPE Aruba Networking 8360-24XF2C v2 24p
10G SFR/SFP+ 2p 100G QSFP+28 Front-to-Back 3
Fans 2 AC Bundle™

— JLINC HPE Aruba Networking 8360-24XF2C v2 24p
10G SFP/SFP+ 2p 100G QSFP+/28 Back-to-Front 3
Fans 2 AC Bundle™

— JL704C HPE Aruba Metworking 8360-48Y6C w2 48p
250G 5FP/+/28 4 Sec 6p 100G QSFP+28 2 Sec
Frnt-to-Bck 5 Fans 2 AC Bdl™

— JL705C HFE Aruba Metworking 8360-48Y5C v2 48p
25 3FP/+/28 4 Sec Bp 100G QOSFP+28 2 Sec
Bok-to-Frnt 5 Fans 2 AC Bdl™

Power supply

— JLEO1A HPE Aruba Networking X391 850W
Port-to-Power AC PSU

— IL713A HPE Aruba Networking $391 B50W
Power-to-Port AC PSU

— ILGO0A HPE Aruba Metworking 8360 550W
Port-to-Power 100-240 VAC Power Supply

— ILT2A HPE Aruba Networking 8360 550w/
Powwer-to-Port 100-240 VAC Power Supply

Accessories

— L7144 HPE Aruba MNetworking 8380 Port-to-Power
Fan

— JL715A HPE Aruba Networking 8360
Power-to-Port Fan

— HPE Aruba Metworking CX Switch Bluetooth Adapter
[S1HZ3A)

Base unit spares (fans, PS not included)

— IL19C HPE Aruba Metworking 83680-48Y8C w2 48p
250G SFR/SFP+/SFP28 4 Sec 6p 100G QSFP+QSFP28
2 Sec Switch

— ILBC HPE Aruba Metworking 8360-16Y2C v2 16-port
250G SFR/SFP+/SFP28

— Z-port 100G QSFP+/QSFP2E Switch

— IL71T7C HPE Aruba Networking 8380-32Y4C w2 32-
port 256G SFR/SFP+/SFP28 4 Sec 4-port 100G QSFP+
QSFP28 Switch

— JL720C HPE Aruba Metworking 8360-48XT4C v2
A8-port 1G/105GEase-T 4-port 100G QSFP+/QSFP28
Switch

— JL722C HPE Aruba Metworking 8360-24XF2C v2
24-port 10G SFR/SFP+ 2-port 100G QSFP+/GQSFP28
Switch

— JL721C HPE Aruba Metworking 8360-12C w2 12-port
100G QSFP+QSFP28 Switch

28360 v2 bundles include redundant fan, redundant power supply, and a 2-post rack kit. 4-post rack kit must be ordered separateby.

HMALT00C and JLTC include the 8360-32Y4C base switch [JILT7C] which can be purchased as Spare

= ILT02C and ILTOAC include the B360-16Y2C base switch [ILA8C] which can be purchased as Spare

EILTOEC and JLTOTC include the 836 0-48XTAC base switch [JLT20C] which can be purchasad as Spare.

TILTOAC and ILTOSC include the 8360-12C base switch [IL721C] which can be purchased as Spare

B ILMOC and ILTNE mnclude the B360-24XF2C base switch [JLT22C] which can b= purchased as Spare

EILT04C and JLTOEC include the 8360-48YBC base switch [ILT19C), which can ke purchased as Spare
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Mounting kit (switch bundles include a 2-post rack kit.
4-post RM kits must be ordered separately if
required).

— JLBO2A HPE Aruba Metworking X412 10U Universal
2-post BM Kit

— 185838 HPE Aruba Metworking X414 1 Universal
4-post RM Kit

Air duct

— JL71BA 4-post Air Duct kit (4-post rack mount kit
sold separately)

Console cables

— HPE Aruba Metworking USBA-R 145 PINZTX-6RX Cable
(RBZE7A)

— HPE ANW UISE-A to RJ45 PC-to-Switch Cable
(ROGA8E)

— HPE Aruba Metworking USE-A to USE-C PC-to-Switch
Cable (RSJ32A)

— HPE Aruba Metworking USB-C to USB-C PC-to-Switch
Cable (R2J334)

Transceivers®®- -2

— HPE Aruba Metworking 15 SFF LC 5X 500m MMF
XCWR (14858D)

— HPE Aruba Metworking 1G SFP L 5X 500m MMFE TAA
XOWR (JL7A54)

— HPE Aruba Networking 1G SFP LC LX 10km SMF XCVR
(J48590)

— HPE Aruba Metworking 15 SFF LC LX 10km SMF TAA
XCWR (IL7ABA)

— HPE Aruba Metworking 1G SFP LC LH 70km SMF XCVR
(J48600)

— HPE Aruba Networking 16 SFP RJ45100m XCWR
{JB177E)

— HPE Aruba Metworking 15 SFF RJ45 T100m Catbe
TAA XCWVR (JL7ATA)

— HPE Aruba Networking 106G SR SFP+ LC 400m Oh4
C-XCWR (52P304)

— HPE Aruba Metworking 10G LR S5FP+ LC 10km SMF
C-XCWVR (52P31A)

03360 Switch Series do not support the use of 106G LRM technalogy, nar 74
106G DAC lengths

“ Breakout cable not supported on B360 ABXTAC models ILFOSCIILTOTC
{no support for split ports)

“ Zonsult the Arubalis-Switch and HPE Anuba Metworkang CX Cperating
Syatem Transcener Guide inthe HPE Anuba Metworking Support Portal for the
rhinirrum required saftware relesses to support these transceivers. Guide alko
provides certain mitabons for specific transceivers for use an switch models

A Transcemer not supported on 8360122 models 1L708C/IL70%C

— HPE Aruka MNetworking 10G ER SFP+ LT 40km SMF
C-XCWVR (52P324)

— HFE Aruba Metworking 106 5FF+ LC 5R 300m MMF
XCWR (191500)

— HFE Aruba Metworking 10G 5FF+ LC 5R 200m MMF
TAA XCVR (JL748A)

— HPE Aruba MNetworking 105 SFP+ LC LR 10km SMF
XCWR (J9151E)

— HFE Aruba MNetworking 106 5FF+ LC LR 10km SMF
TAA XCVR (JL749A)

— HPFE Arubka Metworking 105G SFF+ LC ER 40km SMFE
KCWR (J91530)

— HPE Aruba Metworking 10GBASE-T SFP+ RJ45 30m
Transceiver (JL5E3CF

— HFE Aruba Metworking 10G 5FF+ to SFP+ 1m DAC
Cable (J19281D)

— HPE Aruba MNetworking 105 SFP+ to SFP+ 3rm DAC
Cable (J9283D)

— HPE (Compute) BLc 106 5FP+ 3m Direct Attach Cable
[487655-B21)

— HPE (Compute) BLc 105 5FP+ 5m Direct Attach Cable
[537963-B21)

— HPE Aruka Networking 255G SR SFP28 LC 100m MMF
C-XCVR (S2P33A)

— HFE Aruba MNetworking 255 LR SFP28 LC 10km SMF
C-XCVR (52P34A)

— HPE Aruba Networking 256G SFP28 LC SR 100m MMF
Transceiver [JLA844)

— HPE Aruba Metworking 25G SFP28 LC e5R 400m
MMF Transceiver (1LA85A)

— HPE Aruba Metworking 256G SFP28 LC LR 10km SMF
Transceiver (JLABG6A)

— HFE AMW 255G SFP LC LR 10km SMF TAA XCVR
[SZNE3A)

— HPE Aruba Metworking 25G eSR SFP28 LC 400m TAA
Transceiver (S51194)

— HPFE Aruba Metworking 25G BiDi 40km-Downstream
13141289 Transceiver (SOV70A)

— HPE Aruba Networking 25G BiDi 40km-Upstream
12891314 Transceiver (S0OVT14)

— HPE Aruba Metworking 250G SFP28 to SFP28 0.65m
Direct Attach Copper Cable (JLA8TA)

— HPFE Aruba Metworking 25G SFP28 to SFP28 3m Direct
Attach Copper Cable (JL488A)

— HPE Aruba Metworking 25G SFP28 to 5FP28 5m Direct
Attach Copper Cable [JL489A)

— HPE (Compute) 250G SFP28 to 3FP28 3m Direct Attach
Cable (844477-B21)

— HPE (Compute) 250G SFP28 to SFP28 5m Direct Attach
Cable (844480-B21)

— HPE Aruba Metworking 25G SFP28 to 5FP28 3m Active
Optical Cable (ROMAAA)
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— HPE Aruba Networking 250G SFP28 to SFP28 7m Active  — HPE (Cormpute) QSFP28 to 4x25G SFP23 7 ADC

Optical Cable (ROMASA) (845420-B27y°

— HPE Aruba MNetworking 25G SFP28 to SFP28 15m — HPFE (Compute) GSFP2E to 4x265G SFP23 15m ADC
Active Optical Cable (ROZ214) [B45424-B21F°

— HPE Aruba Metworking 506G SFP56 LC SR100m MMF - — HPE (Compute) QSFP2E to 4x5FP28 3m Breakout
Transcever (ROMABA) Direct Attach Cable (845416-B21)

— HPE Aruba Metworking 406 QSFP+ LC BiDi150m
MMF XCVR (JL308A) HPE Aruba Networking CX advanced feature packs

— HPE X142 40G QSFP+ MPO SR4 Transceiver (JH2314)

— HPE X142 40G QSFP+ MPO eSR4 300M XCVR — HPE Aruba Metworking CX Soft 8/3xxx Sw Adv Ty

E-STU (SOTETAAE)

(JH233A)
— HPE X142 40G QSFP+ LC LR4 SM Transceiver — HPE Aruba Networking CX Soft 8/Sxxx Sw Adv 3y
OH2328) E-STU (SOTBBAAE)
— HPE Aruba Networking 40G QSFP+ LC ER4 40km SMF E'_EETSF(%%‘?ISQE:‘;E;"'”Q CX Soft 8/9xxx Sw Adv Sy
XCVR (QOGE2A) |
_ HPE X242 406G QSFP+ to QSFP+ 1m DAC Cable — HPE Aruba Metworking CX Soft 8/9xxx Sw Adv Ty
(H2344) E-STU (SOTOOAAE)
_ HPE X242 406G QSFP+ to QSFP+ 3m DAC Cable — HPE Aruba Metworking CX Soft 8/3xxx Sw Adv 10y
E-STU (SOTBBAAE)
(JH235)
— HPE X242 40G QSFP+ to QSFP+ 5m DAC Cable
(JH2364) HPE Aruba Networking Central CX Switch

— HPE (Compute) QSFP+ to 4xSFP+ 3m Breakout Direct  SuPScription SKUs

Attach Cable (721064-821)20 — HFE Aruba Metworking Central

— HPE (Compute) HPE BLc Q5FP+ to 4x10G 5FP+ ADC B/ Do/ 100k Switch Foundational 1 vear
15m Opt (721076-B21)* Subscription E-STU (R3KO3AAE)
— HPE Aruba Networking 100G QSFP28 MPO SRAMMF  _ 4PE Aruba Networking Central
Transceiver (JL309A) B0/ T/ 10w Switch Foundational 3 year
— HPE Aruba Networking 100G QSFP28 LC LR4 SMF Subscription E-5TU (RIKO4AAE)
Transceiver (JL310A) — HPE Aruba Metworking Central
— HPE Aruba Networking 100G DR QSFP28 LC 500m Broox/ S 10xxx Switch Foundational 5 year
SMF Transceiver (S3NEBA) Subscription E-STU (RIKOSAAE)
— HPE Aruba Networking 100G LR QSFP28 LC 10km — HFE Aruba MNetworking Central
SMF Transceiver (S3MNE94A) B/ Do 10xxx Switch Foundational 7 year
— HPE Aruba Networking 100G QSFP28-QSFP28 1m Subscription E-STU (RIKOBAAE)

Direct Attach Copper Cable (ROZ254A) — HPE Aruba Networking Central
— HPE Aruba Networking 100G QSFP28-QSFP28 3m S L%Eﬁﬁ"&‘&;?&f;&ﬂno”a' 10 year
Direct Attach Copper Cable (JL307A) P

. — HPFE Aruba Metworking Central
— HPE Aruba MNetworking 100G QSFP23-05FP238 5m .
Direct Attach Copper Cable (ROZ26A) On-Premises 8xxx Switch Foundational 1 year

HEE Aruba N ving 100G QSFP28 to QSFP28 7 Subscription E-5TU (REUBBAAE)
— ruba Networking to - .
ADC (ROZ2TA) — HPE Aruba Metworking Central

On-Premises 8xxx Switch Foundational 3 year
— HPE Aruba Networking 100G QSFP28 to Q5FP28 15m Subscription E-3TU (REUBIAAE)

ACC (ROZ28A) — HPE Aruba Metworking Central
— HPE Aruba NetWDrking 100G QSFP28 to QSFP28 30m On-Premises 8xxx Switch Foundational 5 year

ADC (RDZZ9A) Subscription E-5TU (REUSOAAE)

— HPE ANW 100G SR1.2 Q5FP28 LC100m XCVE
(34AB44A)

A0 Switch Series 3o not SUpRart tha use of 100G LEM fachnclogy, rof 7 105 DAC lengits
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— HPE Aruba Networking Central
On-Premises 8xxx Switch Foundational 7 year
Subscription E-STU (REUS1AAE)

— HPE Aruba Networking Central
On-Premises 8xxx Switch Foundational 10 year
Subscription E-STU (REUS2AAE)

For details and complete listing of HPE Aruba MNetworking
Central licensing opticns, refer to the
HPE Aruba Metworking Central Data Shest.

HPE Aruba Metworking Fabric Composer
ordering information

Description (SKUs for CX 8400, 8325, 8360, 8400, and
10000 series)

— HPE Aruba Metworking Fabric Composer Device
Management Service Tier 4 Switch 1 year Subscription
E-STU RVGO9AAE

— HPE Aruba Metworking Fabric Composer Device
Management Service Tier 4 Switch 3 year
Subscription E-5TU RTHOOAAE

— HPE Aruba Metworking Fabric Composer Device
Management Service Tier 4 Switch 5 year
Subscription E-STU RTHOTAAE

Support

— IL700C: 4 Hour On-site 3 Year (HUUYE)
— IL7NC: 4 Hour On-site 2 Year (HUTUYE)

— IL702C: 4 Hour On-site 3 Year (HUTZUTE)
— JL703C: 4 Hour Cn-site 3 Year (HUTU/E)
— IL704C: 4 Hour On-site 3 Year (HUTUTE)
— IL7O5C: 4 Hour On-site 3 Year (HU7UTE)
— IL70GC: 4 Hour On-site 3 Year (HUJUTE)
— IL707C: 4 Hour On-site 3 Year (HU7UTE)
— IL70BC: 4 Hour On-site 3 Year (HU7UTE)
— IL709C: 4 Hour On-site 3 Year (HUVIE)
— ILA10C: 4 Hour On-site 3 Year (HUTUTVE)
— ILMC: 4 Hour On-site 3 Year (HUYUTE)

For HPE Aruba MNetworking Central hardware only
support, 24x7 TAC support, and many other support
options, go to Support Services Central KU lockup tool.

Visit HPE.com

Chat now
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